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DATA AT ER-C: COMPLEX USE CASE

Only partially solved in other set-ups

e People oversee their own data, different from other large facilities.
e External people participate, this is at the heart of a user center like ER-C!

e Combination of mobile devices, HPC, web applications

T —
9

-

e From couple of MBs to 100s of GB for one measurement
e Very high throughput: GB/s processing speed even on ultrabook laptops!

https://commons.wikimedia.org/wiki/File:Scheme_TEM_en.svg

https://openclipart.org/
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USER BASE AND APPLICATIONS

. Very diverse, incl short term visitors Goals
Quick onboarding! « Seamless sharing and collaboration
« From IT professionals to scientist without any . Support “big data” projects

IT background
. Data protection, Good Scientific Practice

_ . FAIR data (Findable, Accessible,
« Method development: One-of-a-kind tools and Interoperable, Reusable)

projects

« Full spectrum of EM methods and applications

L _ « Support scientists, don’t get in their way
. Integrate with instruments and their

peculiarities « Smooth transition

« TEMs have complex and individual IT systems, usually
legacy systems

« Base line: external hard drives

NAS and Nextcloud instances as well

9 JULICH
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DATA LIFE CYCLE

Acquisition

Storage

Archival
Access
Publication
Processing
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DESIGN OF MODAMA

Combine NAS with Nextcloud, additional services

e Central file system

e Exported via CIFS (Samba), NFS and Nextcloud

e Available on shared workstations

e Self-service web interface to manage projects

e Web-based browse interface to link with other services

e Electronic Lab Notebooks (ELNSs), data viewers, Jupyter
notebooks, ...

9 JULICH
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https://er-c-data.fz-juelich.de/

LANDING PAGE

¥ Management

Manage projects, sessions, ingest and access
permissions (VPN/Intranet)

) MANAGEMENT INTERFACE

¥ Jupyter Notebooks

Analyze and process data with Jupyter
notebooks (VPN/Intranet)

USE JUPYTER

Synchronize locally

Install and connect a native Nextcloud client

INSTALL NEXTCLOUD

Mitglied der Helmholtz-Gemeinschaft
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Nextcloud

Syncronize, collaborate, ingest data via
Nextcloud

USE NEXTCLOUD

File Transfer

Use standard tools like scp or rsync to transfer
data in or out

TRANSFER FILES

Large datasets

Transfer large folders or files

DETAILS

Seite 6

¥ Network Filesystem

Directly access files from your favourite
programs via network filesystems (VPN/
Intranet)

DETAILS

¥ Ingest Data

Use our Ingest GUI to store your session's data
from the microscopes

DETAILS

¥ SsampleDB

Learn how to access our electronic lab
notebook an instance of SampleDB

DETAILS

/.
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ARCHITECTURE @
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CORE: LINUX FILE SYSTEM

. Direct I/O, random access, FS cache,
memory mapping, ...

. Easier to export FS content as blobs

than vice-versa

. File system permissions, ACLSs,
Immutable flag, inotify to create

desired behavior

Full range of FS features available

o “Truth is in the file system”

Mitglied der Helmholtz-Gemeinschaft
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~]1% nfs4_getfacl ~/er-c-data/adhoc/libertem

: Fi]e /Users /weber/er-c-data/adhoc/11bertem
1 Il.-'uHEqu rwaDxtTcCy
/ : rwaD ~tcx

lhﬂfel [wehern1ff;«« ~]1% 1s -1d ~/er-c-data/adhoc/1ibertem
drwxrwsr-t 5 weber iff 4096 oct 23 09:13 /Users/weber/er-c-data/adh
uc;11hertem _

~]%
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The management interface - create and update projects

CREATE PROJECTY

Mitglied der Helmholtz-Gemeinschaft

i
igzzo:-u foinska
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kjos mann wcthor
hpinska nehociboter _name fin}
jhenen markus kwser 4564654 wthocitns: (4]

barthel

Create Project

Projects that are created by users are directories in the /adhoc folder. The project ov
members can create files and folders everywhere within a project. Only file owners ce
files. Under the hood, project membership and write access for user-created projects

name

fancy-new-method

members

| = weber | jvas

jvas

CREATE PROJECT CANCEL

/.
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The management interface — create session

from ingest e | 2022-03-23 14:38 writable SEAL... MANAGE INGEST...

session from smb 8 2022-03-23 14:35 writable SEAL... MANAGE INGEST...

e B T e T e T T ([

demo session

Create session in project "datamanagement”

Sessions are top-level directories within a project that contain a raw subfolder. They offer two features that are i

« They can be mapped as network drives on microscope computers using the Ingest Tool to facilitate savin
project.

« They can be sealed, which means that the raw subfolder and its contents are write-protected. It is strongl
in the raw subfolder and seal sessions in a timely manner to prevent data loss through user error or malic

Project members are free to create files and folders within a session as they see fit. The session folder itself anc
sealing.

Administrators can seal and unseal any files and folders in the data management system on request.

name

2024-11-12-biasing-test

l) JULICH
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The management interface — overall folder structure

 /storage/er-c-data/adhoc/<project>/<session>/
« Session contains a “raw” subdirectory

- This should contain the raw experimental/simulation data
- It can be sealed to write-protect it
- Good for integrity: can’t (accidentally) change datal

9 JULICH
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The management interface — seal session

Sessions
Name Browse Modified Status
2024-11-12-biasing-test 3 2024-11-12 17:33 writable SEAL...
-

ER-C-Data / Projects / datamanagement / Seal session

MANAGE INGEST...

Confirm seal session "2024-11-12-biasing-test" in project

"datamanagement”

Sealing a session sets the raw subfolder of a session and all it contents immutable. Administrators can seal and unseal any files or folders on request.

SEAL SESSION '2024-11-12-BIASING-TEST' CANCEL

Mitglied der Helmholtz-Gemeinschaft 2025-08-26
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The management interface — browse and preview

ER-C-Data / Projects / skyrmion-creation-time-resolved

Project "skyrmion-creation-time-resolved"
Owner
clausen

Created

2024-11-06 09:39

Modified

2024-11-06 09:39

Size

42.9 GiB

Members

zingsem, clausen, valuedgatancustomer, jvas

MANAGE PROJECT MEMBERS...

Browse
/adhoc/skyrmion-creation-time-resolved D

Sessions
Name Browse Modified Status
2024-11-06-second-test e | 2024-11-06 17:55 sealed
2024-11-04-first-test g 2024-11-04 16:11 sealed

CREATE SESSION...

Forschungszentrum
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The management interface — browse and preview

Oatis ! Management § Browse

B skyrmion-creation-time-resolved ()

Hroect

skyrmion-creation-time-resolved

Jeed

2024-11-06T09:39.07Z

Mocdiihed

Wed, 06 Nov 2024 09:39:07 GMT
Enries

2

Access this file or folder

Nextcloud JupyterHub LiberTEM SampleDB
Access foider with Nexicloud Access Tolder in Jupyiertub Open file or folder with LbesTEM Search in SampleDB

OPEN JUPYTERHUB OPEN IN LIBERTEM

BROWSE IN NEXTCLOUD

Fayne push to er-c-data wath optmized semings:

rsyMe -av ~nfo=progress2 -¢ “ssh -T < a05126-ctr -0 Compression=no «x" “<src_patha/" clausen@moelenstedt iff kfa guelich destorage/er-c-data'adhoc! skyrmion-creation-in | =
=17 with optenized settings:

sfip ¢ 8651281 -0 Compression=no causenimoebensiedt i ida-jueich,de:/ssorageder-c-dataladhoc/skyrmion-creaton-tme-resohed

MB AWlidowss:
Viet-c-data-smb fz-juelich, de\er-c-datatadhocskyrmion ume-rescived ©
SAMB (Mar, L) = consect

smbffer-c-gata-smb. {2-pelich deler-c-datafadhociskyrmion-creation-tme-resolved

Browse

1 er-c-data / aghoc /| skyrmean-grastion-tme-tesohed (U

" o ’JJULICH
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The management interface — browse and preview

| er-c-data / adhoc / skyrmion-creation-time-resolved / 2024-11-06-second-test / raw / measurement-06 (O
Name Nextcloud JupyterHub LiberTEM View SampleDB
o]
frame-00000.dm4 18] g~ | el | g |
frame-00001.dm4 {8 ol | 0o | 8

frame-00002.dm4

D
Q
0
R
(4
ﬂ‘\)
(¥

frame-00003.dm4 () s | P> 0
frame-00004.dm4 8] & 28 on

frame-00005.dm4 @ e | 0> | &
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The management interface — browse and preview

| er-c-data / adhoc / skyrmion-creation-time-resolved / 2024-11-06-second-test / raw / measurement-06 (0
Name Nextcloud JupyterHub
o]

frame-00000.dm4
frame-00001.dm4
frame-00002.dm4
frame-00003.dm4
frame-00004.dm4

frame-00005.dm4

Mitglied der Helmholtz-Gemeinschaft
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LiberTEM

View

¢

SampleDB

g |

i

g~
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The management interface — browse and preview

Image Viewer

Filn /mocogeder-cdsta) oo/ skyrmion-ceeation deme-regoleed 2024-1 1-00-second dest/cow/ meaturement-06 frame-G000% dma

frame-00005, dm4

Calormap x
Grays .

| mvarnt coloomap

Cokemap rangw 0 .. 28,61

o
Gamme 0
: Freagw cubor imay
o0 1 Full scale Autorange (n-sigma) | -
]
VPN/internal only!
j
3500 4

1000 1500 2000 2600 3000 3500
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Data access - Windows Network Drive (Win/Mac/Linux)

&= measurement-06 - Thunar A . O X
File Edt View Go Bookmarks Help
( N O l & smbjler-c-data-smb.fz-juetich.de/er-c-data/adhoc/skyrmion-creation-time-resolved/2024.11.06-second-testiraw/measurement-( \ Q
Places

B Computer

ﬁ alex
Il Desktop

5 Trash

frame-00000.dmd  frame-00001.dmd frame-00002.dmd  frame-00003.dmd4  frame-00004.dmd  frame-00005.dmdé

(= iffcloud
Davices frame-00006.dmd  frame-00007
File System

== or-c-data

Network
f; jer-c-data/on ... & frame-00012.dm4  frame-00013

measurement-06

B This PC

P 30 Obpects 2 frame-00000.dmd
frame-00018.dmd  frame-00019. _ & .T.l framae: 00007, ik
2] trarrse 02000, derd
_‘:'l frame-00003 drmd
) frame- 00008 drrd
:'1 frame- D005 dmid
2] trame 02006 drmd

Documents

frame-00024.dmd  frame-00025

e - 00008 dond

- 00008 drod

frame-00030.dm4  frame-00031.4 ) trame-02010.drerk
207 .ok

-000% 2 derdd

2] trame-00012.dmd

) 2] trame 00034 drd

frame-00036.dmd  frame-00037 \es- 29 frama-02015 drrk
3 frame- 00016 dmid

200 fites: 10.7 GIB (11,509.715.00 1 Neravure .
% : i

e - 0001 7.dmd

) trame - 0201 8.dmd

JULICH
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Data access — Nextcloud (sync and share; external read/write access)

https://er-c-data.fz-juelich.de/nextcloud/

B  9) measurement-06 - Files X | + v - o X

&~ C O B & https:/ler-c-data.fz-juelich.de/nextcloud/apps/files/?dir=/ER-C-Data kg O & @ 5 © F£ » =

& Current Projects

All files % ER-C-Data adho raw measurement-06 + H
Recent

|
®
* Favorites
<
L 2

Shares ] Name Size Modified
Tags
. frame-00000.dm4 54.9 MB 6 days ago
@ External storage
! frame-00001.dm4 549MB 6 days ago
. frame-00002.dm4 54.9 MB 6 days ago
frame-00003.dm4 549MB 6 days ago
. frame-00004.dm4 54.9 MB 6 days ago
. frame-00005.dm4 54.9 MB 6 days ago
W Deleted files
o0
© OB 0f500 MB used . frame-00006.dm4 549MB 6 days ago J U L I C H
Mitglied der Helmholtz-G &£ settings . frame-00007.dm4 549MB 6 days ago Forschungszentrum



Data access — data processing workstations

oe0ed
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frame-90
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frame-000@4
frame-0@0@5

Pe0es .

0eo

0eees

)OO
frame-2@0190
frame-
frame-00012
frame-90013
frame-90€9014
frame-9@915
fra 0ed16
frame-0@017
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frame
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Data access — jupyterhub
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https://moellenstedt.iff.kfa-juelich.de/ (VPN/internal only) ‘ ’ JUL|CH
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DISCUSSION

« Simple and flexible — make a lot of data a bit more FAIR
« Familiar and mature components, standard interfaces
« POSIX file system, NFS, CIFS, WebDAV, Nextcloud

« Easy onboarding — most users familiar with network drives or
Nextcloud

* Modular design
« Robust — core keeps running even if components have issues
« Extensible without central coordination
« Flexible solutions via diverse interfaces

- Don’t create a complete system, but a starting point and
conditions for it to grow

« Positive user feedback, steady use ‘J JULICH
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CURRENT DEVELOPMENTS

« Member of EU-wide EOSC Data Commons project

: CHEeOoSC | DATA CO@ONS

Ingest and integrations

Reorganize storage
« Likely Ceph cluster, remote block device

Improve interface and services
« Web interface overhaul
* Private projects
Integrate ER-C-3 (CryoEM)
Continue growth

l) JULICH
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https://www.eosc-data-commons.eu/
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REQUIREMENTS DATA MANAGEMENT

Acquisition
Acquisition
Storage
Archival
Access
Publication
Processing
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REQUIREMENTS DATA MANAGEMENT

Acquisition

Absorb the data coming from the detector and store it
somewhere

« Usually provided by detector vendors in some form
« Some form of data access with sufficient speed

Currently: Stored on instrument systems
WIP: Store directly in data management

l) JULICH
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REQUIREMENTS DATA MANAGEMENT

Acquisition

Inspect data quickly during session
» Decide next steps of experiment
« Possibly live analysis

Currently: Install inspection software locally (- LiberTEM project)
WIP: Use web services

l) JULICH
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REQUIREMENTS DATA MANAGEMENT

Acquisition

Keep notes, meta-information linked to raw data files
» Create a stable reference: File paths or other identifiers
* Relevant data scattered on multiple systems!

» Microscope, spectrometer, camera, in-situ control, ...

» Easily create new projects — avoid later data movement or
catch-all megaprojects

* Move data into management system ASAP
* Make available on microscope systems (WIP)

* Link to raw data via landing page URL e.g. in ELNSs,
presentations, GitHub issues, ...

9 JULICH
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REQUIREMENTS DATA MANAGEMENT

Storage

Transfer to permanent storage location

 During or at end of session

Correct ownership, provenance tracking

» Microscopes usually run under system accounts!
Keep connection to notes, other meta-information

Ingest: WIP (later discussion if interested)
» Also web-based ingest with Nextcloud
Fast network access: WIP

Allows storing all kinds of files, incl. notes etc. — not limited to
microscopy datasets

l) JULICH
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REQUIREMENTS DATA MANAGEMENT

Storage

Prevent data loss

» Main risk are you and | — ask me how | know &
Write protection of source data

Keep associated mutable user data close

» Analysis scripts, figures, paper drafts, ...
Replication, backup, snapshots

Incremental daily backup of the central file system

Allow making data immutable in the file system — not
overridable on clients

Restrict write access to own files

l) JULICH
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REQUIREMENTS DATA MANAGEMENT

Access

Mobile devices

Services

External storage media

Which software, OS, protocols?

Collaboration, sharing, exchange

» Selective access control read/write
Internal access for team members
* Includes collaboration on projects
Sharing with external partners
Microscope systems

Shared workstations

PCs

Standard protocols
Wide range of access pathways
External sharing via Nextcloud

l) JULICH
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REQUIREMENTS DATA MANAGEMENT

Processing

Shared compute systems
» High performance computers with fast data access
« Computation close to the data
» Remote desktop, Jupyter, LiberTEM web GUI
« Gateway for transfers

* NFS (Linux), CIFS (Windows, MacOS)
» Fast network (WIP, currently small “island” but extension imminent)

l) JULICH
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REQUIREMENTS DATA MANAGEMENT

Processing

PCs, laptops

 Testing, development, travel, data exchange, contingency
 Helpful if user’s devices allow basic data analysis

« Work pretty well for smaller data

* Nextcloud local sync
* CIFS, SSHFS

l) JULICH
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REQUIREMENTS DATA MANAGEMENT

Archival

Keep data that is not in active use anymore

 Store safely for at least the mandated period of time
Possibly, perpetual storage

 National archives and such?

Keep all relevant meta-information connected

* ELN entries, notes, software, provenance, specimens, ...

* Information to allow others to understand what is stored
there when the original authors are gone

Make sure there’s a record of what is in the archive

Currently deferred, keep everything in hot storage for now

9 JULICH
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